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Cybersecurity and limited help desk functionality are a continued concern for many within 
the membership community. HBI’s Information Technology Academy received multiple 
requests early in the year regarding cybersecurity, and even more around help desk pro-
cesses. One member-based request led to a long-term project with multiple research 
tasks resulting in a number of resources. These responses reflect both that long-term 
project on security, as well as various other incident response inquiries. 

  What are the most effective contingency procedures 
to prepare for security incidents?

The most consistent advice given by healthcare organizations is to establish redundancy 
and well-maintained backups. Further risk analysis should be performed to determine 
which data may be most vulnerable to loss, especially if a backup is disrupted at any point 
in time. To ensure that contingency recovery and backup procedures work effectively, 
those processes should be tested on a regular basis. Many sources suggest quarterly as 
a minimum for contingency procedure backups across organizational systems. 

Malware and virus vulnerabilities have become a more prevalent concern. Proper patching 
and updates can keep device and network tools running effectively. However, employees 
should be educated regularly on the very real threats that malware and viruses can bring 
to patient data and the organization as a whole.  

If malware has affected the organization, employees must contact IT security services 
as soon as they are aware of the attack to give all information that may be relevant to the 
source and nature of the breach. Users should then immediately stop sharing patient files 
to prevent the malware from spreading. Clear communication of proper actions to take 
surrounding these types of threats is necessary to prevent employees from ignoring prob-
lems or failing to identify suspicious emails.

  What are the best ways to educate users about  
these measures?

By addressing security vulnerabilities in the organization’s culture early, health systems 
can proactively maintain security. Some organizations find it necessary to realign culture 
to build employee ownership for security with an emphasis on risk management as a key 

What Are Strategies to Strengthen  
IT Security and Incident Response?

Building trust through communication 
and education with clinical data users has 
proven to be a key component of strong IT 
security and incident response. Education 
strengthens the likelihood of data users 
not falling prey to malware and virus 
attempts, while offering dashboards for IT 
provides further insight into improvement 
initiatives for incident response.

Have a question about this topic  
or another altogether? HBI’s research 
team is on the case. Send a message  
to askHBI@teamdrg.com with  
your questions—it is included in  
your membership!

Featured Resource: “Establishing a 
Culture of Enterprise Risk Awareness”

Click here to access full 
version on our member portal

https://members.healthcarebusinessinsights.com/research/document/26513
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to patient safety. Since information needs to be in motion for the good of the patient, IT 
departments often focus on proper access instead of restricting movement of data. 

Engagement of clinical data users in order to understand the risks of access provides 
awareness of potential vulnerabilities and risk. Infographics, newsletters, and short, visu-
ally engaging videos help IT departments educate data users about proper security mea-
sures regularly. 

Many focusing on user engagement emphasize the importance of continuous evaluation 
of the risks and of the educational process. As risks and vulnerabilities in the organization 
shift, the education used may also change. Resources are finite and must be allocated to 
focus on communicating the most relevant challenges faced by the enterprise. 

  How do you maintain progress with cybersecurity 
initiatives over time?

While strong security initiatives and firewall 
products can support a cybersecurity strat-
egy, continued vigilance on new threats will 
ensure that those strategies are effective. 
However, many organizations have found 
that in order to sustain this vigilance, contin-
ued and routine education about new threats 
is essential. More than that, visibility into help 
desk processes and response plans is key.

Visibility means offering up dashboards and key performance indicators for all constitu-
ents. Those KPIs can be based on organizational goals or industry standards but ideally 
take both into consideration. Many organizations have increased engagement by routinely 
communicating, providing heightened awareness for clinical staff, and improving respon-
siveness of help desk employees.

Moreover, following up with any internal issues regarding help desk response or other 
minor IT technical issues will improve trust in the help desk technicians and support staff. 
That trust can be leveraged to ensure that communications are received regarding key 
cybersecurity memos and other such educational initiatives, including phishing education 
or alerts on potential vulnerabilities. 

C-Suite
• Proper education surrounding risk  

can cut down on employee-caused 
phishing issues

• Visibility into metrics and benchmarking 
offers IT help desk the opportunity to 
partner on improvement initiatives

Industry
• By improving average time to answer, 

help desks can work to improve trust 
and support security posture

• Providing data users regular educa-
tion on risks and real impacts aids in 
improvement efforts

Beebe Healthcare’s Phishing 
Email Failure Rate Versus Industry 
Standard After Education Initiatives

Source: Beebe Healthcare (2017)

As the organization works to improve the 
rate employees click phishing email links, 
education has proven to be the most effec-
tive investment the organization has made.

< 15%
Industry Standard

< 10%
Current Rate

Featured Resource: “Establishing 
IT Performance Metrics for 

Successful Initiative Tracking”
Click here to access full 
version on our member portal

mailto:mailto:askHBI%40teamdrg.com?subject=
http://hbinsights.com
https://members.healthcarebusinessinsights.com/research/document/62278
mailto:AskHBI@teamdrg.com
http://www.hbinsights.com

	Click Button: 
	Pop-Up: 
	Website: 
	Email: 
	Close Arrows: 


